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FMBXX TLS/DTLS encryption scenario v0.3

Instructions below contain information how to prepare FMBXX device configuration to send

encrypted records by using TLS/DTLS encryption parameter. This process generates a self-signed
certificate for TLS use.

Requirements:

» Server with implemented TLS/DTLS functionality
» OPENSSL (or any other) software to generate certificate key
+ Firmware FMB.Ver.03.27.xx or newer

1 Windows™1 10
Download OpenSSL from https://wiki.openssl.org/index.php/Binaries

! Windows is a trademark of Microsoft Corporation; One Microsoft Way; Redmond, WA 98052-6399, USA
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| stable and can provide continued support for OpenSSL for a while.

‘ Note: many Linux distributions come with pre-compiled OpenSSL packages. Those are already well-known among the users of said distributions,
navigation | and will therefore not be mentioned here. If you are such a user, we ask you to get in touch with your distributor first. This service is primarily for
= Main page | | operating systems where there are no pre-compiled OpenSSL packages.

= Recent changes ‘ Important Disclaimer: The listing of these third party products does not imply any endorsement by the OpenSSL project, and these organizations

are not affiliated in any way with OpenSSL other than by the reference to their independent web sites here. In particular any donations or payments
to any of these organizations will not be known to. seen by, or in any way benefit the OpenSSL project.

= Random page
= Help
search

Search
,

Use these OpenSSL derived products at your own risk; these products have not been evaluated or tested by the OpenSSL project.

Third Party OpenSSL Related Binary Distributions

tools R
= Whatlinks here Product ¢ Description s \ URL s
e e OPenSSL | \yorks with MSVC-++, Builder 3/4/5, and MinGW. Comes in :
= Special pages for . https://slproweb.com/products/Win320penSSL html &7
< £ form of self-install executables. e e e e e
= Printable version Windows
= emaniont ik OpenSSL | Pre-compiled Win32/64 libraries without external dependencies
AT A s for to the Microsoft Visual Studio Runtime DLLs, except for the https:/findy.fulgan.com/SSL/ @
Windows | system provided msvert.dll.
OpenSSL

Reproducible 1.1.x builds with latest MinGW-w64/GCC, 64/32-

i / -for-win#bi: g w W

for bit, static/dynamic libs and executable. https://github.com/curl/curl-for-win#binary-package-downloads &

Windows

OpenSS.L Versions for Solaris 2.5 - 11 SPARC and X86 http://www.unixpackages.com/ &

for Solaris

:)pensSSL Pre-compiled packages at conan.io package manager:

V?; d Windows x86/x86_64 (Visual Studio 10, 12, 14, 15) https:/fwww.conan.io &

5 INGOWS. | | inux x86/x86_64 (gec 4.6, 4.8, 49,5, 6, 7) https-//bintray.com/conan-

c;g‘)‘(" 0Sx (Apple clang). community/conan/OpenSSL%3Aconan &

Android Cross-building ready recipe: Linux ARM, Android. i
L] »

Locate the link for ,,slproweb* or click here: https://slproweb.com/products/Win320OpenSSL.html
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@ Win32/Win64 OpenSSL Installer X

4

c & slproweb.com/products/Win320penSSLhtml
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directly? Please send me the bank details with a quote.” My bank account is 000012345 and my routing number is
000012345. | look forward to your donation. Huh...that's amazing! I've got the same combination on my luggage!

‘Win32/Win64 OpenSSL Screenshot

TS
Screenshot of the Win32/Winé4 OpenSSL Installer.

Download Win32/Win64 OpenSSL

Download Win32/Winé4 OpenSSL today using the links below!

File Type

Description

EXE | MsI

Winé4 OpenSSL vl.1.1k Light [3MB Installer [Installs the most commonly used essentials of Win64 OpenSSL vl.1.lk

(Recommended for users by the creators of OpenSSL). Only installs on 64-
bit versions of Windows. Note that this is a default build of OpenSSL and is
subject to local and state laws. More information can be found in the legal
agreement of the installation.

‘Win64 OpenSSL vi.I.1k
EXE| MsI

63MB Installer |Installs Win64 OpenSSL v1.1.1k (R

ded for software develop

by the creators of OpenSSL). Only installs on 64-bit versions of Windows.
Note that this is a default build of OpenSSL and is subject to local and
state laws. More information can be found in the legal agreement of the
installation.

EXE | Msi

https://slproweb.com/download/Win640penSSL Light-1_1_Tk.exe

Win32 OpenSSL vl.1.1k Light [3MB Installer |Installs the most commonly used essentials of Win32 OpenSSL vI.1.1k

(Only install this if you need 32-bit OpenSSL for Windows. Note that this is
a default build of OpenSSL and is subject to local and state laws. More

nfarmation can be found in the legal agreement of the installation,

Locate the EXE or MSI link for Win64 OpenSSL v1.1.1k Light and download.

I | [install
‘ [Win32 OpenSSL v1.1.1k Light [3MB Installer [install

i  Win640penssL_Li..exe A

After download, install the tool.

5 Setup - OpenSSL 1.1.1k Light (64-bit)

License Agreement

Please read the following important information before continuing.

Select Destination Location

8) Setup - OpensSL 1.1.1k Light (64-bit)

Where should OpensSsL Light (64-bit) be installed?

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

IDONATIONS NEEDED! If you are a business you should be contributing regular A
donations. If you are a generous individual, consider regular donations. Most
ipeople simply take and run - leaving me to foot the bill. That's not nice. Some
lbusinesses even drop their customers onto me to provide direct support to the
customer (zhem, PayPal). That's also not nice. Even if you can't afford a small,

lone time donation of $10, at least drop a line saying how much you appreciate

the effort put into this project (and, optionally, what you use OpenSSL for). Lots

Setup will install OpenSSL Light (64-bit) into the following folder.

To continue, diick Next. If you would like to select a different folder, dick Browse.

Browse...

@1 accept the agreemen
(D1 do not accept the agreement

of complaints and few compliments is discouraging.

ILEGAL NOTICE: This product includes software developed by the OpenSSL fu

At least 10,0 MB of free disk space is required.

[ [ e

E

Use the default installation path (e.g. C:\Program Files), but you can choose any location you want.
But be sure to remember this path on a later step.
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§5) Setup - OpenSSL 1.1.1k Light (64-bit)
Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dlick Next. If you would like to select a different folder, dick Browse.

15) Setup - OpenSSL 1.1.1k Light (64-bit)

Select Additional Tasks

Light (64-bit), then click Next.

Copy OpenSSL DLLs to:
O The Windows system directory

i

Browse...

<Back

Cancel

Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpensSSL

X

Cancel

<Back

We have use the /bin directory for installation, because ,,Windows system directory* can be a

little bit tricky and overloaded.

B

Hit Windows+R and type ,,cmd*

Setup - OpenSSL 1.1.1k Light (64-bit) -

Ready to Install
Setup is now ready to begin installing OpenSSL Light (64-bit) on your computer.

Ciick Install to continue with the installation, or click Back if you want to review or
change any settings.

hesnnannn location:
Ci\Program Files\OpenSSL-Win64

Start Menu folder:
OpensSsL.

Additional tasks:
Copy OpenSSL DLLs to:
The OpenSSL binaries (/bin) directory

Cancel

X

5]

% Ausfihren

Geben Sie den Namen eines Programms, Ordners,
Dokuments oder einer Internetressource an.

Offnen: l

v

Abbrechen

& Der Task wird mit Administratorberechtigungen erstellt.

Durchsuchen...

Or open the command window with the search panel on the bottom of the task bar.

£ md|

A command prompt opens .

100

O

Switch to the installation directory (if you use the default) by typing (follow by Enter).

cd C:\Program Files\OpenSSL-Win64
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Use your installation path in the other case.

Go forward to step 3.

2 Linux
In most distributions openssl is already preinstalled.

For the installation of packages, please refer to the instructions relevant to your operating system.

In our example an Ubuntu 20.04LTS Server installation is used.

ion (1.1.1f-1ubuntu2.3).

nstalled.
d, 0 to remove and 59 not upgraded.

As you can see, openssl is already preinstalled in this case.

3 Generate certificate
The generation of a certificate is 99% identical with the use of openssl for all operating systems.

If you have any problems, please read the instructions for your installation.

Create a special directory to store generated files:

$> mkdir ssl
$> cd ssl

Sssl>

3.1 Generate private key
Type in console or command prompt:

$Sssl> openssl genrsa -out private-key.pem 4096

www.teltonika-gps.com
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3.2 Generate public key

$ssl> openssl rsa -in private-key.pem -pubout -out public-key.pem

3.3 Generate certificate

$ssl> openssl req -new -x509 -key private-key.pem -out cert.pem

Fill in the options according to your own needs and follow the instructions below

* Country Name: Use the two-letter code without punctuation for country, for example:
US or CA.

« State or Province: Spell out the state completely; do not abbreviate the state or province
name, for example: California

* Locality or City: The Locality field is the city or town name, for example: San Fran-
cisco. Do not abbreviate. For example: Saint Louis, not St. Louis

* Company: If the company or department has an &, @, or any other symbol using the
shift key in its name, the symbol must be spelled out or omitted, in order to enroll.

* Organizational Unit: The Organizational Unit (OU) field is the name of the department
or organization unit making the request. To skip the OU field, press Enter on the key-
board.

*  Common Name: The Common Name is the Host + Domain Name. It looks like
"www.example.com" or " example.com".

enter information that will be incorporatec

ied Name or a DN.

ul company Ltd

lopment
:fran fun

3.4 Finalize
Copy the cert.pem and name it root.pem

www.teltonika-gps.com
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$ssl> cp cert.pem root.pem

resp.

You now have four files in your ssl directory.

4 Installation on device
Open the Teltonika™ configuration software and goto panel ,,Security*.

2 v T s | [ 8 i
e —— e —

: : : % Load from file B  saetofile
Status Lt
IS
System Organisieren ¥ Neuer Ordner =+ ™ @
GPRS Keyword Settings B Dieser PC A Name Anderungsdatum e
[ Data Acquisition “J 30-Objekte T certpem 9 PEM-Datei
SMS \ Call Settings Cakiaasat &1 Bilder 7| private-key.pem PEM-Datei
——————— ) public-key. PEM-Date
GSMOperators | I Desitop 7 public-key.pem s
e | root.pem PEM-Datei
Features i New Keyword %] Dokumente
Accelerometer Features ¥ Downloads
D Musik
Auto Geofence Repeat Keyword

Videos
[ Manual Geofence B
I el

IMEI
FW 03.27.04 Rev:01
Configuration 8.9.0.0

‘. IME
/4
X

I, Select certificate files that will be uploaded to device

« v A [ « Benutzer » > sl v o ssl" durchsuchen P

Trip \ Odometer
e ———— - (L
Bluetooth

st = Public (T

Bluetooth 4.0 Certificates - v < >

Beacon List Certificate files in device: Dateiname: |root.pem N Certificate files (*.pem, *pem.c
1Whee Abbrechen
10
08D I

&] flalvio]in]<]0)

New Keyword

Certificate files were successfully uploaded to the device
Repeat Keyword

Certificates
Certificate files in device:

root.pem (Root certificate)

L
T ——

If you want to download the certificate from the device, you must first set the destination directory
in the configuration program and save the settings
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__ Reset configuration 2

- ﬁ),s,go -

s / FW 03.27.04 Rev:01
©3  Reboot device SN/ configuration 89.00

IMEI

age Settings

Default values

L 4
: | towdfomevice | londfiomile | Loaddefous _|
089204 Load from device Load from file Load defaults

Browse to file

Certificates’ downloading settings

Ci\Users\ \Documents\Downloaded certificates L[ Browse | J
Use:
iPS SLC Capture log settings

0

_— Capture time (min) 10 :
otal In Use| ~Capture accelerometer settings

Ci\Users\ \Documents

~

Capture time (5)

Presets settings

C:\Users\ \Documents\Presets _

Activate the feature via the panel GPRS -> Server Settings

. Teltonika.Configurator 1.7.4 B.3.27 R.13

ala Load from device ™ Update firmware 3 Reset configuration

&
m GPRS Settings Server Settings
GPRS Content D

APN Protocol

APN Username
SMS \ Call Settings APN Password

GSMOperators
[ rowm ] — e

Features

ARl

Encryption

-

Accelerometer Features P — Second Server Settings
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